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Abstract: Wireless Sensor Networks (WSN) is the recent concept in the networking field that consists of a large number of
tiny nodes capable of sensing, processing and transmitting data. Most routing protocols are designed with the aim to
decrease power consumption at the cost of security. The insecure nature of the wireless channels and the fact that packets
can easily be tampered with, makes wireless sensor networks easily prone to internal and external attacks. Thus security is a
major requirement to ensure the transmission and reception of reliable data in a WSN. Many of the standing routing
algorithms developed for WSN’s are susceptible to attacks in hostile environments. An important security concern is the
threat of a malicious node. The routing protocols at present presume the networks to be altruistic and incapable of dealing
with the misbehavior of nodes. A malicious node can get unauthorized access to data if it comes within the frequency range
at which the data is being transmitted in the network. This paper discusses how the concept of frequency/channel hopping is
an efficient method to tackle the attacks from a malicious node by analyzing the throughput of the proposed AODV routing

protocol using NS2.
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I. INTRODUCTION

Latest innovations in wireless communications and
integrated circuit technology have enabled the technological
advancement of low-priced, low-power, infrastructure-less,
multifunctional sensor nodes that require low bandwidth for
communication [1]. A sensor network is composed of a large
number of these sensor nodes that are densely deployed to
monitor the conditions like temperature, pressure, sound etc.
Hence reliable sensor network protocols and algorithms
must have the capability to self-organize and work in a co-
operative fashion.

A remote user can give commands to the sink node to
assigned tasks to the nodes such as data collection, data
processing and data transfer. Wireless Sensor Network is
categorized in IEEE 802.15.4 task group that is in Low Rate
Wireless Personal Area Network. The insecure nature of the
wireless channels and the fact that packets can easily be
tampered with, makes wireless sensor networks easily prone
to internal and external attacks. Many of the standing routing
algorithms developed for WSN’s are susceptible to attacks
in hostile environments.
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An important security concern is the threat of a malicious
node. The routing protocols at present presume the networks
to be altruistic and incapable of dealing with the misbehavior
of nodes. When a malicious node is inserted into a network
it interferes with the data transmission by creating, altering
and transmitting unwanted packets in the sensor network.
This is mainly due to the fact that when any new device
enters the network within a particular frequency range it can
easily tamper with the packet transfer taking place at that
frequency. This either disturbs the normal operation of
packet forwarding or it will convince the other nodes that the
malicious packets are indeed legitimate. Thus the network
has to be secured against these malicious node attacks.

The remainder of this paper is organized as follows. Section
Il discusses the related work regarding various security
mechanisms in wireless sensor networks. Section Il
explains the problem statement. In Section IV the working
of the frequency hopping algorithm is explained. Section V
explains the performance analysis of the frequency
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hopping/channel approach. Finally, the paper is concluded in
Section VI.

Il. RELATED WORK

Many security mechanisms have been formulated for the
security of the WSN [2]. Cryptography is one of the most
commonly used security mechanism for the detection of the
malicious nodes. The technique requires security keys in the
algorithm that consume the memory storage space inside the
device. Public key algorithms such as RSA [3] are
computationally intensive and usually execute thousands or
even millions of multiplication instructions to perform a
single security operation. Private key operations are still too
expensive in terms of computation and energy cost to
accomplish in a sensor node. Key management is another
core mechanism to ensure the security of network services
and applications in WSNs. Secure establishment of required
keys between sensor nodes for exchange data is the goal of
key management. A pair-wise private key sharing scheme
[4] requires pre-distribution and storage of n — 1 keys in each
node, where n is the number of nodes in a sensor network.
This requires large amount of memory so pair-wise schemes
are not recommended when the network size is large.
Furthermore, many key pairs would be unusable since direct
communication is possible only among neighboring nodes.
There are different challenges in providing security to a
WSN deployment [5]. The problem of detecting the
malicious nodes has been addressed separately in different
protocols [6], which are either extensions or based on secure
routing protocols. There are various ways for providing
security to networks. These are encryption, steganography,
and securing access to the physical layer; frequency hopping
can provide this service to sensor networks. So, in WSN that
aims to use as minimal space as they can in order to save
energy, frequency-hopping techniques was chosen.

I11. PROBLEM STATEMENT

Security attacks consist of passive attacks and active attacks
[7]. When there is an observer who trying to obtain any
information being transmitted, it is considered passive
attack. Eavesdropping or monitoring of transmission is an
example of passive attacks. When there is an attack to
modify the data stream, it is considered an active attack such
as denial of services. Many of the standing routing
algorithms developed for WSN’s are susceptible to attacks
in hostile environments. An important security concern is
the threat of a malicious node. The routing protocols at
present presume the networks to be altruistic and incapable
of dealing with the misbehavior of nodes. A malicious node
can get unauthorized access to data if it comes within the
frequency range at which the data is being transmitted in the
network. Most of these protocols deal well with the
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dynamically changing topology. However, the problem of
the misbehavior of nodes in the network is often not
addressed. Packet dropping is one of the commonly
observed misbehavior. In a WSN, the devices have limited
processing and battery power while packet transmission
consumes a lot of such resources. Thus, some devices would
not choose to forward packets for the advantage of other
nodes.

They simply drop the packets not destined to them while
they use the other nodes to forward packets that are
originated by them. It is very difficult to examine whether
the packet dropping is done intentionally by a misbehaving
node or whether the drop is due to a communication link
failure in the network. In order to achieve secure routing in
WSN, the frequencies used need to be varied within a short
time interval. So if there is any malicious node that is trying
to transmit information or retrieve information from inside
the network, the attack can be avoided if the node cannot
detect the randomly changing frequencies at which the
packet transmission is taking place in the network.
Therefore, by using frequency hopping, any intruder can be
prevented from attaining that frequency.

V. FREQUENCY/CHANNEL HOPPING APPROACH

Frequency/channel hopping is one of many ways to
secure data transmission in wireless networks [8, 9]. This
solution provides integrity, confidentiality and availability
for the sensor networks that consist of anonymous nodes.
The frequency/channel hopping approach does not allow an
intruder or malicious node to access the channel easily [10].
The frequency at which the network is functioning will be
hopped to different frequencies/channels frequently. Thus,
the malicious node will find it difficult to tamper with the
data being transmitted. Suppose a set of frequencies are
hopping in a limited time period fixed earlier and an intruder
gets access to the channel and jams the channel, only that
particular channel will be affected. The other channels will
be still available for data transmission.

When the number of frequencies is increased or when the
time slot of each frequency is randomly set, the probability
of the intruder accessing the channels and jamming the
frequency will be significantly small. In a frequency hopping
ad hoc network, the phase of hopping sequence is usually
estimated from each node’s local clock reading. This is
required to synchronize all the nodes in the network to
simultaneously hop to the same frequency channel. A
random function determines the time slot for each frequency.
The Ad hoc On Demand distance Vector (AODV) routing
protocol is used since the main focus is on ad-hoc networks
[11].
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Fig. 1. Frequency hopping at transmitting side

Fig. 1 shows a flow chart of additional code added inside the
AODV function modules that will forward the AODV
message. The frequency held by a packet was set according
to the random number generated.
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Fig. 2. Frequency hopping at receiving side

The additional coding that is added inside the AODV
function modules that will receive the AODV message is
shown in Fig. 2. A basic random generator function is used
to generate a random float uniformly in the range [0.0, 1.0].
If the packet is transmitted at a frequency same as that of the
fixed frequency the packet will be accepted. If the
frequencies don’t match then the packet is dropped.
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V. PERFORMANCE ANALYSIS

The simulation of the proposed AODV routing protocol was
done in NS2 [12]. The sensor network consisted of 25 nodes
randomly deployed in a field of 50m x 50m square area.
Source node and malicious node send the packets to the
same destination. In order to know the performance of the
system, the throughput at the destination node was analyzed.
Three scenarios are analyzed below.

In Scenario 1, the throughput in the absence of a malicious
node before using frequency hopping was analyzed.

In Scenario 2, the throughput in the absence of a malicious
node after using frequency hopping was analyzed.

In Scenario 3, the throughput in the presence of a malicious
node after using frequency hopping was analyzed.

Finally, the throughput from source and from malicious node
is compared.

In Scenario 1, the throughput is 100% as shown in Fig. 3.
The high throughput is expected because all nodes are using
the same frequency. Thus, each node is reachable between
one and another.
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Fig. 3. Throughput over time in absence of malicious node

In Scenario 2, the throughput decreases because of the
hopping taking place between two frequencies. So all
packets do not reach the destination node and are therefore
dropped. However, the throughput increases as simulation
time increases. As seen in Fig. 3, after a simulation time of
2000 seconds approximately 98% of the packets reach the
destination unharmed.

In Scenario 3, when the malicious node is inserted into the
network it interferes with the data transmission between the
source node and destination node. The network performance
is affected badly. But after applying frequency hopping, the
throughput at the destination nodes increases as the
simulation time period is increased. Hence the network
becomes secure enough to overpower the malicious node.
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The throughput is observed to be 98.7% after 1500 seconds
of simulation time and it becomes exactly 99 percent after
2000 seconds.

Fig. 4 shows the comparison of throughput from the source
node and the malicious node using two frequency hops and
four frequency hops. When using two frequencies,
throughput from source is 91% while from malicious node is
80%. But when four frequencies are used, throughput from
malicious node decreased rapidly to 27%. This is seen in
Fig. 4. Even though throughput from source also decreased
to 82% the amount is too small to be significant when
compared to throughput from malicious node. Therefore,
WSN’s security is improved.
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Fig. 4. Comparison of throughput at the detination node between 2
frequency hops and 4 frequency hops

VI. CONCLUSION

The frequency hopping security approach against malicious
nodes was discussed in this paper. The throughput at the
destination node was analyzed before and after the
implementation of frequency hopping to compare the
network performance. Without frequency hopping the WSN
network is open to malicious attack, thus allowing high
throughput from the malicious node. Then, the network was
tested with the frequency hopping security technique was
applied. The throughput from source and from malicious
node is compared. Results show that the throughput from
malicious node decreases in the presence of frequency
hopping thus providing security in the network.
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